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SUBJECT: Follow-up Audit Report of Fire Department’s Office of Emergency
Management, Homeland Security Reimbursements

Mayor and Council Members:

We are pleased to send you the follow-up audit report of Fire Department’s Office of
Emergency Management Homeland Security Reimbursements. This audit began in July
2012 and concluded with an exit meeting with department management in October
2012. Management’s verbatim response is included in Appendix B of the report. The
Fire Department should be commended for its cooperation and assistance during this
audit.

The Office of the City Auditor is available to discuss this report with you individually at
your convenience.

Respectfully submitted,

Kevin W. Barthold, CPA, CIA, CISA
City Auditor
City of San Antonio



Distribution:

Sheryl L. Sculley, City Manager

Erik Walsh, Deputy City Manager

Ben Gorzell, Chief Financial Officer

Charles N. Hood, Chief, San Antonio Fire Department
Michael D. Bernard, City Attorney

Leticia M. Vacek, City Clerk

Robbie Greenblum, Chief of Staff, Office of the Mayor

Jaime Castillo, Communications Director, Office of the Mayor
Frances A. Gonzalez, Assistant to the Mayor, Office of the Mayor
Edward Benavides, Chief of Staff, Office of the City Manager
Donald Crews, Audit Committee Member

Stephen S. Penley, Audit Committee Member
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Follow-up Audit of the Fire Department Office of
Emergency Management Homeland Security Reimbursements

Executive Summary

As part of our annual Audit Plan approved by City Council, we conducted a
follow-up audit of the audit recommendation and management corrective action
plans made in the San Antonio Fire Department’'s (SAFD) Office of Emergency
Management (OEM) Homeland Security Reimbursements audit report dated
September 9, 2010. Our audit objective for this follow-up audit follows:

Has OEM management effectively implemented actions to address the
prior audit recommendation?

We determined that OEM has partially implemented actions to address the prior
recommendation. OEM improved grant asset tracking and inventory controls.
OEM has also developed policies and procedures for grants management. While
OEM has implemented steps to improve its management of grants, excessive
time still elapsed prior to OEM posting grant expenditures and requesting
reimbursement from the State. We determined that 18 of the 25 (72%)
expenditures tested were submitted after the required 30 days. On average, four
months elapsed prior to OEM submitting reimbursement requests for
expenditures. Additionally, 6 out of the 25 (24%) expenditures tested were
posted to grants 60 days or later. Finally, not all OEM fiscal staff has received the
appropriate training related to grants management.

We recommend the SAFD Fire Chief

¢ Implement and communicate procedures to ensure that all Fire Divisions
submit Homeland Security grant expenditures and supporting
documentation to OEM timely.

e Ensure that all staff tasked with grants management receive the proper
training.

OEM management’s verbatim response is in Appendix B on page 5.

City of San Antonio, Office of the City Auditor
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Follow-up Audit of the Fire Department Office of
Emergency Management Homeland Security Reimbursements

Background

In September 2010, the Office of the City Auditor completed an audit of the San
Antonio Fire Department’'s (SAFD) Office of Emergency Management (OEM)
Homeland Security Reimbursements. The objective of that audit was as follows:

Are controls in place to ensure that expenditures are properly tracked and
submitted for federal and state reimbursement?

The Office of the City Auditor issued a report that identified the absence of formal
written internal policies and procedures, excessive elapsed time prior to
requesting reimbursement for grant expenditures and insufficient tracking of
grant assets.

Audit Scope and Methodology

The audit scope was limited to the recommendation and corrective action plans
made in the original report. The audit methodology consisted of reviewing OEM’s
policies and procedures, expenditures submitted for reimbursement, tracking of
grant assets, and training received by OEM staff. We also conducted interviews
with OEM personnel.

We selected grant expenditures from the Urban Areas Security Initiative (UASI)
and State Homeland Security Program (SHSP) 2009 grant period for
expenditure reimbursement testing. We used a statistical attribute sampling
methodology to obtain a random population of 25 expenditures totaling $233,091,
requested for reimbursement. We reviewed the expenditure requests for
reimbursement for timely submission, accuracy, and proper documentation
support. We also reviewed for the timely recording of the expenditures to the
appropriate grant.

We performed the follow-up audit in accordance with guidance from the Institute
of Internal Auditors’ (IIA) Professional Practices Framework (Practice Advisory
2500.A1-1) and other procedures that we considered necessary. IIA standards
require that we establish a follow-up process to monitor and ensure that
management has effectively implemented actions or that senior management
has accepted the risk of not taking actions. We performed our testing during July
and August 2012.

! Grant award periods span two and a half years and transcend the City’s fiscal year periods. Therefore,
transactions that occurred during FY 2012 were from 2009 grants.

City of San Antonio, Office of the City Auditor 1
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Prior Recommendation and Results

Prior Recommendation

We recommend the Fire Chief implement Administrative Directive 8.10,
“Financial Management for Grants” by developing formal written internal policies
and procedures for grants management to help ensure compliance with federal
state, and local guidelines.

Status: Partially Implemented

OEM has taken steps to address the issues identified in the prior audit report.
Specifically, OEM developed formal written internal policies and procedures for
grants management that address two main areas, Program and Financial
Management. OEM also made improvements to staffing in an effort to improve
the management of grants. For example, OEM hired a Department Fiscal
Administrator and assigned additional personnel to process grant expenditures
and reimbursements. Additionally, a Management Analyst was hired and given
the responsibility of inventory control and tracking grant assets. During testing,
we determined that grant asset tracking and inventories were conducted
appropriately.

Although OEM has implemented improvements to the grant process, excessive
time still elapsed prior to requesting reimbursements from the State. We
determined that 18 of the 25 (72%) expenditures tested were submitted after the
required 30 days. On average, four months elapsed prior to OEM submitting
reimbursement requests for expenditures. Additionally, 6 of the 18 were overdue
7 months or later.

We also determined that OEM did not record grant expenditures to the
appropriate grant within SAP on a timely basis. Specifically, 6 out of the 25 (24%)
expenditures tested were posted to grants 60 days or later.

Finally, not all OEM fiscal staff had received the appropriate training related to
grants management. We reviewed training records of all six employees who were
involved with the fiscal aspect of the grant process. We determined that only
three employees had received training on Administrative Directive 8.10 and five
employees had received training related to the SAP Grant Module.

City of San Antonio, Office of the City Auditor 2
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Recommendation

The SAFD Fire Chief should implement and communicate procedures to ensure
that all Fire Divisions submit Homeland Security grant expenditures and
supporting documentation to OEM timely. The Chief should also ensure that all
staff tasked with grants management receive the proper training.

City of San Antonio, Office of the City Auditor 3
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Appendix A — Staff Acknowledgement

Brian K. Williams, MBA, CIA, CFE, CRMA, CGAP, Audit Manager
Buddy Vargas, MBA, CFE, Auditor in Charge
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Appendix B — Management Response

CITY OF SAN ANTONIO

SAM ANTONID TEXAS TR2ZBI.3GSE

Movember 13, 2012

Kewnin W. Barthold, CPA, ClA, CISA
City Auditar

San Antonio, Taxas

RE: Management's Acknowledgement of the Fire Department's, Office of Emergency
Management, Homeland Security Reimbursements Follow-Up Audit,

<] Fully Agree {provide detailed comments)
[]  Agree Except For (provide detailed comments)
[] Do Mot Agree (provide detailed comments)

The Fire Departmeant has reviewed the follow-up audit report and has developed the Cormrective
Action Plans below corresponding to the report recommendation.

Recommendation
| : Accept ;
Audit e an Responsible '
# Description |Report :1':::3 Person's | GNE':IS'O"
1 e Page Hacling Mame/Title
The SAFD Fire Ghief should '
limplement and communicate
procedures to ensure that all Fire
Divisions submit Homeland Security Lawrence
grant expenditures and supporting Travino
documentation to OEM timely. The ° Aceopt Battalion | October 2012
Chief should also ensure that all staff| Fire Chief
tasked with grants management
recaive the proper training.
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Follow-up Audit of the Fire Department Office of
Emergency Management Homeland Security Reimbursements

Appendix B — Management Response (continued)
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Appendix B — Management Response (continued)
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