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Executive Summary 

 
 
As part of our annual Audit Plan approved by City Council, we conducted a follow-up 
audit of the recommendations made in the Audit of Information Technology Services 
Department (ITSD) IT Contingency Planning dated March 9, 2012.  The audit 
objectives, conclusions, and recommendations follow:  
 
Has ITSD management implemented sufficient contingency action plans? 

ITSD has effectively implemented action plans that address all but one of the five 
recommendations from the March 2012 report. 
 
The prior audit recommended that the Chief Technology Officer:  
 

 Work with the City Manager’s Office to facilitate the development of a COSA-
wide contingency program. 

 
 Develop the contingency program to include IT contingency, incident 

response, and disaster recovery plans to support applications and system 
requirements as defined by the needs of individual systems owners.  

 
 Continue with the development of the Application Inventory System and 

coordinate with City departments to update its information on a timely basis to 
reflect the City’s current IT environment. 

 
 Continue to collaborate with individual information systems. The Chief 

Technology Officer should do this in conjunction with the recommendation for 
observation C above to develop the Application Inventory System. 

 
 Assign continuity management responsibilities to an appropriate ITSD 

individual and expedite the filling of all related open IT positions. 
 
The Chief Technology Officer (CTO) and the City Manager’s Office (CMO) facilitated 
the creation of a CoSA-wide contingency program that includes an IS Contingency 
Plan (ISCP), Business Continuity Plan (BCP), and a Disaster Recovery Plan (DRP). 
In collaboration with City departments, the CTO also developed an Application 
Inventory System identifying critical/sensitive and non-critical information systems. 
Although ITSD has filled all IT positions within the IT security group, the Business 
Continuity Manager (BCM) position has not been established. 
 
We recommend that the Chief Technology Officer establish the BCM role to oversee 
the CoSA-wide contingency program. 
 
ITSD’s Management’s verbatim response is in Appendix B on page 5. 
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Background 
 

 
In March of 2012, the Office of the City Auditor completed an audit of IT Contingency 
Planning. The objective of that audit was as follows: 
 
Has ITSD management implemented sufficient contingency action plans? 

The Office of the City Auditor concluded that ITSD had not implemented contingency 
planning actions. Specifically, ITSD had not started the development of a CoSA-wide 
contingency program or supporting contingency and disaster recovery (DR) plans. ITSD 
had not assigned continuity manager responsibilities or filled open security positions. 

 

Audit Scope and Methodology 
 
The audit scope was limited to the recommendations made in the original report and 
corresponding action plans implemented between March 2012 and April 2013. 
 
The audit methodology consisted of reviewing current federal regulations relevant to 
contingency planning, CoSA-wide contingency planning policies and procedures, and 
supporting business continuity planning documentation. We also interviewed ITSD 
management to ensure the development of a CoSA-wide contingency program.   
 
We conducted this follow-up performance audit in accordance with generally accepted 
government auditing standards. Those standards require that we plan and perform the 
audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives.  
 
We believe that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 
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Audit Results and Recommendations 
 

A. CoSA-wide Contingency Plan  

 
The Chief Technology Officer should work with the City Manager’s Office to facilitate the 
development of a CoSA-wide contingency program.  
  
Status: Implemented  
 
The Chief Technology Officer (CTO) and the City Manager’s Office (CMO) facilitated the 
creation of a CoSA-wide contingency program. The contingency program includes a 
Continuity of Operations Plan (COOP) for each of the business areas. During the 
creation of the COOPs, a Business Impact Analysis (BIA) and a Privacy Impact 
Assessment (PIA) was created in order to prioritize business processes based on 
criticality and recovery times.  
 

B. Contingency Program  

 
The Chief Technology Officer should develop the contingency program to include IT 
contingency, incident response, and disaster recovery plans to support applications and 
system requirements as defined by the needs of individual systems owners. In addition, 
the Chief Technology Officer should develop contingency plans for those information 
systems that are owned by ITSD.  
 
Status: Implemented 
 
The Chief Technology Officer has created a contingency program that includes an IS 
Contingency Plan (ISCP), Business Continuity Plan (BCP), and a Disaster Recovery 
Plan (DRP). These specific IT contingency plans contain a broad scope incorporating 
procedures and capabilities suited to sustaining mission critical business operations, 
alternate information system relocation sites, and information system recovery and/or 
restoration in the event of an emergency.  
 

C. Identification of Major System Applications 
 
The Chief Technology Officer should continue with the development of the Application 
Inventory System and coordinate with City departments to update its information on a 
timely basis to reflect the City’s current IT environment.  
 
Status: Implemented 
 
The Chief Technology Officer has developed an Application Inventory System in 
coordination with City departments to reflect the City’s current IT environment. Major 
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system applications and/or general service applications have been identified in addition 
to prioritizing mission essential applications, software type, manufacturer, platform type, 
locations, and availability requirements. 
 

D. Identification of Critical/Sensitive Information Systems 

 
The Chief Technology Officer should continue to collaborate with individual information 
system owners. The Chief Technology Officer should continue with the development of 
the critical/sensitive and non-critical information system inventory.  
 
Status: Implemented 
 
The Chief Technology Officer has created an information system inventory identifying 
critical/sensitive and non-critical information systems. In collaboration with City 
departments, the inventory identifies supporting resources such as hardware, software, 
and system documentation.  
 

E. Assignment of Continuity Manager Responsibilities 

 
The Chief Technology Officer should assign continuity management responsibilities to 
an appropriate ITSD individual and expedite the filling of all related open IT positions.  
 
Status: Partially Implemented  
 
Although ITSD has filled all IT positions within the IT security group, the Business 
Continuity Manager (BCM) position has not been established. The BCM role would 
oversee the CoSA-wide contingency program through actively monitoring and/or 
maintaining individual departmental contingency plans. In addition, the BCM would 
assist departments in departmental tests, training, and exercise plans. If the BCM role 
remains vacant, the CoSA-wide contingency program could become outdated and 
ineffective. 
 
Recommendation: 
 
We recommend that the Chief Technology Officer establish the BCM role to oversee the 
CoSA-wide contingency program. 
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Appendix B – Management Response 
 

 




