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Executive Summary 

 
 
As part of our annual Audit Plan approved by City Council, we conducted an 
audit of the Police Department Alarm Permits The audit objectives, conclusions, 
and recommendations follow:  
 

To determine if SAPD alarm permit issuance, monitoring, and 
revenues are appropriately managed.  

 
No, alarm permit issuance, monitoring, and revenues are not appropriately 
managed. SAPD charged incorrect rates for alarm permit applications. We 
identified a lack of monitoring and recording of outstanding fees. Additionally, 
SAPD does not properly monitor or clear outstanding credits. Due to staffing 
issues, SAPD is unable to monitor and clear unresolved potential false alarms on 
a timely basis. We also identified users in the False Alarm Management System 
(FAMS) that no longer needed access. Finally, SAPD does not have a point-of-
sale system for the alarm permit process.  
 
The Alarm Permit Office is also understaffed given the current workload. Staff 
levels were reduced in 2014 in anticipation of outsourcing the permitting process. 
The outsourcing efforts were unsuccessful, however, staffing has not been 
restored to an adequate level to meet current workload demands.  
 
We recommend that the Chief of Police: 
 
 Ensure SAPD staff follow and implement current alarm permit procedures. 

 
 Implement procedures and controls to ensure all outstanding fees are actively 

monitored, and the appropriate accounts receivable is recorded in SAP. 
Additionally, analyze staffing levels to determine staffing needs to identify and 
bill past outstanding alarm permit renewal fees to an extent feasible.  

 
 Implement procedures and controls to ensure all outstanding credits are 

actively monitored and cleared in accordance with AD 8.4 “Financial 
Management of Accounts Receivable”. 

 
 Assign necessary staff to monitor and clear unmatched alarm notifications to 

determine if alarm fees should be billed and collected to the extent possible. 
Additionally, analyze staffing levels to determine actual staffing needs to work 
the potential false alarms on a timely basis.  
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 Implement monitoring procedures in accordance with AD 7.8D to ensure the 
correct user access is maintained in the False Alarm Management System 
(FAMS). 
 

 Coordinate with the Finance Department and ITSD to discuss the 
implementation of an online point-of-sale system. 

 
 
The Police Department Management’s verbatim response is in Appendix B on 
page 7. 
 
Other Matters  
 
We identified limitations with the FAMS system, which include the following:  
 
 FAMS does not age outstanding credits. As a result, Audit could not 

determine how long credits had been outstanding. 
 

 The system generates a one-time invoice for alarm permit renewals. If a 
permit holder does not renew and pay the invoice, no additional invoices are 
issued.  
 

 FAMS cannot display the entire unassociated log, which includes triggered 
alarms. Only the most recent entries are displayed. As a result, Audit could 
not determine how many potential false alarm fees were in the unassociated 
log. 
 

 FAMS cannot create a listing of new permits with the original permit date, 
date of last renewal, and most recent fee paid. An accurate population of new 
permits issued in FY 2015 could not be obtained as a result. 

 
SAPD should continue submitting issues along with requests to correct issues 
and where applicable enhance FAMS functionality as well as the reporting 
capabilities.  
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Background 
 

 
Residents and businesses are required by City Ordinance to obtain an alarm 
permit when they have a monitored alarm system installed by an alarm company. 
There are three types of alarm permits: residential, residential over 65 
(discounted), and commercial, which must be renewed annually. Alarm permits 
are processed and managed by SAPD in the False Alarm Management System 
(FAMS). 
 
SAPD also charges false alarm fees. Fees are charged for any false alarms after 
the first three are received at the same address. Additionally, unpermitted fees 
are charged if an alarm is triggered but it is discovered the resident does not 
have a current alarm permit. 
 
SAPD issued 18,553 active permits from October 2014 through February 2015. 
The alarm permit process generated $1.5 million of revenue during the same 
time period. 
 
SAPD originally intended to outsource the entire revenue cycle for the alarm 
permit process. Contract negotiations with a vendor concluded in May 2013.  
However, the outsourcing of this process was voided in January 2014 due to the 
vendor’s inability to secure proper bonding. The alarm permit process became 
understaffed due to the unsuccessful outsourcing efforts. As a result, the alarm 
permitting process was staffed with available SAPD resources and temporary 
employees.  SAPD currently has four full-time COSA employees and eight 
temporary employees working on the alarm permit process. 
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Audit Scope and Methodology 
 

The audit scope was active alarm permits issued from October 2014 through 
March 2015. We also reviewed the current alarm permit application process in 
FAMS. 
 
We interviewed staff regarding the alarm permits application process in FAMS 
and the deposit recording in SAP. We obtained and reviewed the standard 
operating procedure for alarm permit processing to gain a better understanding 
of the process. Additionally, we obtained and reviewed the code of ordinances 
that govern the alarm permit process. 
 
We obtained a listing of all active permits in FAMS as of March 9, 2015 and 
selected a random sample of 40 for alarm permit application testing. This testing 
included reviewing the original alarm application for accuracy and proper 
payment including applicable discounts, tracing the application information 
processing into FAMS, and tracing the deposit and revenue entry into SAP. We 
also randomly selected 40 alarm permits renewed during 2015 and determined if 
renewal notices had been sent to alarm permit holders. Finally, we obtained a 
current listing of FAMS users to determine if access was current.  
 
We relied on computer-processed data in FAMS to validate the alarm permit 
application data. We also relied on computer-processed data in SAP to validate 
the deposit and revenue recording.  Our reliance was based on performing direct 
tests on the data rather than evaluating the system’s general and application 
controls. Our direct testing included tracing the alarm permit application 
information into FAMS and tracing the alarm permit application deposit into SAP.  
We do not believe that the absence of testing general and application controls 
had an effect on the results of our audit. 
 
We conducted this performance audit in accordance with generally accepted 
government auditing standards.  Those standards require that we plan and 
perform the audit to obtain sufficient, appropriate evidence to provide a 
reasonable basis for our findings and conclusions based on our audit objectives.  
We believe that the evidence obtained provides a reasonable basis for our 
findings and conclusions based on our audit objectives.  
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Audit Results and Recommendations 

 

A.  Unqualified Discounts 
 
SAPD charged the senior discounted rate for alarm permit holders that did not 
qualify. We selected 40 alarm permit applications for testing and determined 2 of 
the 40 permit applications were processed in FAMS as a senior citizen resident 
and charged the discounted rate when they did not qualify for the age exemption 
discount. Charging incorrect permit applications fees can lead to inaccurate 
revenue. 
 
While SAPD has a process in place to verify the senior citizen alarm permit 
discount, they did not execute the controls in place to ensure all permit 
applications processed are recorded accurately and charged the appropriate 
permit fee. The Alarm Systems Code of Ordinances requires that residents be 65 
or older to receive the discounted rate.  Verification of age exemption is verified 
in the BCAD (Bexar County Appraisal District) system. SAPD did correct these 
two exceptions during the audit. 
 
Recommendations 
 
The Chief of Police should ensure SAPD staff follow and implement current 
alarm permit procedures. 
 

B.  Inadequate Billing and Monitoring of Outstanding Fees 

SAPD does not have procedures in place to monitor alarm permit renewal 
application fees and outstanding renewals. Renewal notices are only sent once 
to alarm permit holders with no follow-up. Additionally, the FAMS system 
generates a renewal invoice only once, which is a limitation of the system.  
According to AD 8.4, it is the City Department’s responsibility to issue collection 
notices at 30, 60, and 90 days overdue. Not properly monitoring outstanding fees 
can lead to lost revenue. 
 
Additionally, SAPD does not create an accounts receivable in SAP for 
outstanding fees. AD 8.4 indicates that all revenue-related activities should be 
recorded in SAP as a receivable. Not recording a receivable in SAP leads to an 
understated receivable balance and can hinder collection efforts. 
 
Recommendation 
 
The Chief of Police should implement procedures and controls to ensure all 
outstanding fees are actively monitored, and the appropriate accounts receivable 
is recorded in SAP. Additionally, analyze staffing levels to determine staffing 
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needs to identify and bill past outstanding alarm permit renewal fees to an extent 
feasible.     
 

C.  Monitoring of Outstanding Credits 
 
SAPD does not actively monitor or clear outstanding credits on customer 
balances. Currently, it is SAPD’s process to only offset credits against customer 
accounts when payments are received. There is no procedure in place to monitor 
outstanding credits. As of 3/12/2015, there are a total of 686 credits outstanding 
totaling $46,236.50. Due to system limitations, we could not determine the age of 
the credits. However, it is presumed most are older than 30 days. 
 
AD 8.4 "Financial Management of Accounts Receivable" states customer 
overpayments should be refunded within 30 days of receipt by the City. 
Outstanding credits that are not actively monitored or cleared can lead to 
overstatement of revenue. 
 
Recommendation 
 
The Chief of Police should implement procedures and controls to ensure all 
outstanding credits are actively monitored and cleared in accordance with AD 8.4 
“Financial Management of Accounts Receivable”. 
 
 
D.  Unresolved Potential False Alarms  
 
SAPD is not able to clear unmatched alarm notifications on a timely basis. These 
result when triggered alarms do not match with an active permit in FAMS. These 
unmatched alarm notifications could contain potential false alarms, which result 
in a fee.  
 
The unassociated log is created by FAMS to track these unmatched alarm 
notifications. SAPD uses this log to clear unmatched alarm notifications but 
cannot monitor and clear it on a timely basis due to staffing issues. Only one 
temporary employee is currently assigned to the task. As of 2/19/2015, there 
were approximately 95,000 entries dating back to 1/1/2011 in the unassociated 
log. 
 
As the unassociated log cannot be currently monitored and cleared on the scale 
required, this could result in lost revenue for the City. 
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Recommendation 
 
The Chief of Police should assign necessary staff to monitor and clear 
unmatched alarm notifications to determine if alarm fees should be billed and 
collected to the extent possible. Additionally, analyze staffing levels to determine 
actual staffing needs to work the potential false alarms on a timely basis.  
 

E.  FAMS Access 
 
FAMS has active users that no longer require access to FAMS. Audit obtained a 
listing of all active FAMS users and determined 6 of the 41 active users no longer 
needed access. SAPD is not actively monitoring user access in FAMS.  
 
AD 7.8D states that all COSA information systems should be periodically 
scanned for inactive accounts and users with 90 days of continuous inactivity 
should have their accounts disabled. SAPD did correct this issue during the 
audit.  
 
Recommendation 
 
The Chief of Police should implement monitoring procedures in accordance with 
AD 7.8D to ensure the correct access is maintained in FAMS. 
 

F.  No Online Point-of-Sale System  
 
SAPD does not have an online point-of-sale system for the alarm permit process. 
Currently customers can mail in alarm permit payments or pay in person only at 
the Public Safety Headquarters. An online point-of-sale system would make it 
convenient for permit holders to pay the required fees for alarms permits and 
increase efficiencies in staff processing of permits. This could also increase 
revenue for SAPD.  
 
Recommendation 
 
SAPD should coordinate with the Finance Department and ITSD to discuss the 
implementation of an online point-of-sale system.  
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Appendix B – Management Response 
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