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EXECUTIVE SUMMARY 
 

Overview 
The Internal Audit Department has completed a performance audit of the City of San Antonio’s Public 
Library System (System). The main objective of this audit was to determine the efficiency and 
effectiveness of the Library’s operations and use of resources in meeting its Strategic Plan’s operational 
goals. 
 
This report includes background information to assist the reader in understanding the System’s 
operations. The body of the report consists of observations and recommendations, and is divided into five 
sections: Cash Handling and Oversight, Safety Concerns, Processing Library Materials, Information 
Technology Management, and Equipment and Supply Inventory Management.  
 
Results in Brief 
Overall, the System’s controls could be improved by updating existing procedures and implementing 
formal job specific policies and procedures, as well as providing more oversight to the library branches 
and internal service functions. A receiving function should be created to establish controls over receiving 
and distributing library materials. 
 
Our recommendations are summarized below. The Library Director should: 
 

• Update the Library’s Administrative Directives and implement specific job procedures for consistent 
cash handling, efficient delivery and safety procedures, patron fee adjustments, and fiscal oversight 

 

• Monitor and control carbon monoxide levels in work areas within and surrounding the loading dock 
 

• Design an efficient process that ensures purchase orders are prepared when library materials are 
ordered 

 

• Establish a receiving function and improve library materials processing 
 

• Examine more efficient loading and distribution methods for the System’s truck drivers 
 

• Improve Millennium’s (i.e., circulation software) access controls and reporting functionality 
 

• Implement structured business continuity and change control plans 
 

• Implement inventory procedures to tag, track, monitor and annually certify fixed assets 
 

• Implement formal custodial and maintenance supply inventory procedures 
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INTRODUCTION 
 
Background 
The San Antonio Public Library System (System) currently operates with a $25 million dollar budget and 
over 500 employees. The System is headed by an eleven member Board of Trustees and a Library 
Director. It obtains support from the City, Friends of the Library, the Library Foundation, gifts, grants, 
donations and volunteers. The Library generates revenue from non-resident card fees, copy and print 
machine charges, overdue fines, and meeting room use charges. The System is composed of one central 
library and twenty-two branch libraries, with plans for two additional branch libraries – one is in the 
planning stage and the other is under construction.  
 
The System’s strategic plan encompasses its mission, vision and core values. Its mission is to provide 
equal and open access to books, information and technology resources to promote a lifetime of reading 
and learning, and contribute to the enjoyment, enlightenment, and economic vitality of our diverse and 
dynamic community. Its vision is to contribute to the success of the community by becoming a vital center 
of learning, knowledge, communication, culture and enjoyment for all San Antonians. The System: 
 

• Offers services that meet the needs of its diverse neighborhoods 
• Provides welcoming spaces 
• Builds strong collections 
• Supports relevant technology 
• Employs well trained, friendly and flexible staff 

 
The System’s core values are to focus on the customer, strive for excellence, foster teamwork, and 
increase community collaborations.  
 
The Central Library houses the administrative and support staff that oversee the System. The Central 
Branch is organized into two divisions (i.e., Library Public Services and Library System Support), of 
which, each is overseen by an Assistant Library Director. These divisions provide a total of twenty-six 
activities and serve twenty-two library branches and one book mobile.  
 
Because the Central Library is seen as a major resource library, the Alamo Area Library System, a part of 
the Texas Public Library System, and Inter-Library Loan System, a national program, are housed and 
operate within the Library. They are staffed with City employees that are sponsored by State and Federal 
grants, respectively. 
 
Criteria
The following criteria were used for this audit:  
 

• Library’s Strategic Plan, Mission and Vision Statements 
• City and Library Administrative Codes and City Ordinances 
• City’s Budget Books for fiscal years 2004 through 2006 
• Texas Government Code Chapter 551, Open Meetings Act 
• International City/County Management Association (ICMA) Center for Performance Measurement 

Survey Response 
• Public Library Data Service, Statistical Report 2005 
• Generally accepted accounting principles, and those specific to governmental organizations 
• The Committee of Sponsoring Organizations of the Treadway Commission (COSO) Framework 
• Computer information system standards, specifically the Control Objectives for Information and 

related Technology (CobiT) 
• Occupational Safety and Health Administration, Title 29, CFR 1910.146 
• City’s fixed asset policy and procedures manual 
• City’s contracting policy and process manual; annual vendor and grant contracts 
• Best practices employed by other Texas cities and the United States of America 

Internal Audit Department 
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Audit Objectives and Scope
The objective of this audit was to determine the efficiency and effectiveness of the System’s operations 
and use of resources toward meeting its Strategic Plan’s operational goals. To achieve this, the following 
areas were selected for review from the top ten operational activities that present the most significant 
risks for the Library in achieving its mission and goals: 
 

• Cash management and fee adjustments 
• Receiving, processing, and delivery of library materials 
• Information technology management 
• Work order processing 
• Equipment and supply inventory management 
 
The project scope was from June 1, 2003 through September 30, 2006 for detailed testing. 
 
Methodology 
The specific methodology used for this project generally included the following: 
 

• Gathering and reviewing information and operational documentation 
• Touring the Departments and branches to observe operations 
• Conducting interviews and discussions with key staff 
• Developing a risk assessment and control analysis 
• Reviewing the ERM/SAP and the Millennium System data 
• Performing test work, evaluating transactional and related data, including activity, revenue, expenses, 

and staffing 
• Sampling by statistical and judgmental methods for selecting transactions for testing 
• Internet research 
• Performance of criterion prescribed by the Institute of Internal Auditors 

 
The audit was performed in compliance with generally accepted government auditing standards issued by 
the U.S. Government Accountability Office (GAO). 
 
Risk Assessment Capability  

Internal Control Environment

In performing this audit, five risk management capabilities were considered for purposes of determining 
key risks to the City. The capabilities include strategies, processes, people, technology, and information. 
A more detailed description of the capability stages has been included as Attachment A. All of the five 
risk management capabilities were deemed 
applicable to this audit. The matrix is organized into 
five recognized capability maturity/development 
stages.  
 
Using the Enterprise Risk Assessment Capability 
Matrix, we believe the System’s processes were 
within the repeatable, defined and managed stages, 
as noted in Attachment A. Overall, the Internal 
Control Environment could be improved as 
illustrated to the right.  

Internal Audit Department 
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DETAILED OBSERVATIONS AND RECOMMENDATIONS 
 
The following observations and recommendations were made as a result of test work, interviews, and 
observation. They are organized into five categories: Cash Handling and Oversight, Safety Concerns, 
Processing Library Materials, Information Technology Management, and Equipment and Supply Inventory 
Management.  
 
A. Cash Handling and Oversight 
 

A.1 Improve and monitor cash handling and reporting procedures  
 

Observation  
There are inconsistent cash handling and inaccurate revenue reporting practices across all branches. 
These practices, coupled with not having specific job procedures, contributed to cash handling 
weaknesses in cash receipts, miscellaneous cash receipt (MCR) books, donations and copier tickets. 
Financial data should be recorded in accordance with Generally Accepted Accounting Principles to help 
ensure that financial information is reported accurately, objectively and consistently. Also, internal 
controls should be in place to ensure that transactions are adequately safeguarded, as well as accurately 
reported. The following weaknesses were noted: 
 
Cash Receipts:  
• Cash Handling Policies and Procedures are outdated and do not include specific job procedures. 
• Daily cash receipting activity is not reconciled between the Millennium’s circulation data and the cash 

registers. 
• Various timings among the branches of “Z outs” or date changes are not conducive to reconciling 

cash registers to the Millennium computer system. 
• All branch cash handlers share the same cash drawer and log on identification. 
• Inconsistent cash handling processes existed across all branches. These include: 

 Cash refunds were not approved by the Branch Manager or Librarian in Charge. 
 Central Branch’s cash register was not programmed to account for the amount of cash and 

checks collected. 
 Checks receipted by Central’s Fiscal Office were not endorsed upon receipt. 
 Various void and over-ring practices varied among branches. 
 Revenue types are not consistently classified and reported. 

• Adjusted or waived fees are not reflected on the cash register. 
• Deposits are not always made intact. 
• Cash overages and shortages are netted against revenue. 
• Cash shortages are not tracked for corrective action purposes. 
• Errors discovered in branch accounting records are not corrected to reflect an accurate audit trail. 
• Cash receipt documentation submitted to the Fiscal Office was not always complete or reviewed. 
• Not all safes were physically secured.  
• Forest Hills Branch does not have any internal locking doors to safeguard employees while counting 

cash. 
• Combinations to the safe are known by all full time branch library staff and combinations to safes are 

not changed timely when employees leave or are terminated. 
• Some branches maintained change funds in locked cash registers over night. 
• A list of fees charged was not posted by the cash register at all branches. 
• Not all cash registers are efficiently located at the Circulation Desks. 
 
MCR Books: 
The System does not have proper internal controls over MCR books. Although these receipts are used 
throughout the System for refunds, room rentals, and other miscellaneous items, it was noted that a 
control log is not maintained by the Fiscal Office or respective branch for accountability purposes. MCR 
books are not reviewed to ensure they are accurately completed and securely stored. All copies of voided 
receipts are not maintained together and/or kept in the receipt book. Furthermore, procedures for 
returning MCR books to the Fiscal Office are not enforced, as well as requiring that documentation be 
attached to receipts submitted for reimbursement. 

Internal Audit Department 
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Donations: 
Logging procedures for processing donations are not consistently followed. The log contained inaccurate 
and/or missing information. Furthermore, it was noted that other revenue sources were included with 
donations. 
 
Copier Tickets: 
There are no controls in place over copier tickets. These tickets are not numbered, tracked, secured or 
accounted for at the end of the day.  
 
A.2 Improve Imprest Fund accountability 
 

Observation 
Imprest funds are authorized and issued via the City's Finance Department, and these funds should 
agree with the City’s financial accounting system, ERM/SAP and the department’s records. However, 
numerous variances were noted between the dollar amounts authorized and in use by the System. Total 
Imprest Funds per the System exceeded the Finance Department’s records by $767, as reflected in 
Exhibit 1. Also, it was noted that the Imprest Funds counted during the audit exceeded the Fiscal Office’s 
records and the $500 change fund utilized for the dollar bill changer machine was not listed in their 
records, and was not included in Exhibit 1. 

  
   Exhibit 1 

C D E

Branch Finance SAP
Library - 

Fiscal
C-D (Over) 

Under
C-E (Over) 

Under
D-E (Over) 

Under
Main -Circulation 545.00         1,395.00$   300.00$        (850.00)$   245.00$        1,095.00$    
Main -Fiscal 1,025.00      1,025.00     1,218.05       (193.05)$       (193.05)        
Main - AALS 100.00        (100.00)     -                100.00         
Thousand Oaks 440.00         440.00        377.42          -            62.58            62.58           
Cortez 280.00         280.00        350.00          -            (70.00)           (70.00)          
Bazan 300.00         300.00        350.00          -            (50.00)           (50.00)          
Brookhallow 375.00         375.00        375.00          -            -                -               
Carver 320.00         320.00        350.00          -            (30.00)           (30.00)          
Collins Garden 300.00         300.00        350.00          -            (50.00)           (50.00)          
Ed Cody 360.00         360.00        310.00          -            50.00            50.00           
Johnston 320.00         320.00        350.00          -            (30.00)           (30.00)          
Landa 255.00         255.00        260.11          -            (5.11)             (5.11)            
Las Palmas 330.00         330.00       380.00        -          (50.00)         (50.00)          
McCreless 325.00         325.00        315.28          -            9.72              9.72             
Memorial 300.00         300.00        350.00          -            (50.00)           (50.00)          
Oakwell 400.00         400.00        350.00          -            50.00            50.00           
Pan American 260.00         260.00        350.00          -            (90.00)           (90.00)          
San Pedro 260.00         260.00        310.00          -            (50.00)           (50.00)          
Westfall 450.00         450.00        350.00          -            100.00          100.00         
Maverick -               250.00        369.06          (250.00)     (369.06)         (119.06)        
Forest Hills 100.00         350.00        500.00          (250.00)     (400.00)         (150.00)        
Great Northwest 542.19         475.00        450.00          67.19         92.19            25.00           
Guerra 325.00         175.00        325.00          150.00       -                (150.00)        
Semmes 450.00         175.00        389.05          275.00       60.95            (214.05)        

Total 8,262.19$    9,220.00$  9,028.97$    (957.81)$  (766.78)$      191.03$       

Differences
Library System's Recorded Imprest Funds

    Source:  City Auditor’s Office, Finance Department, ERM/SAP, and the System’s Fiscal Office 
 
It was noted that the City’s and internal Imprest Fund policies were not consistently followed. For 
instance, the Central Branch’s Fiscal Office was using the change fund for petty cash purposes, and the 
library branches did not provide all required supporting documentation with requests for reimbursement. 
Furthermore, the Library's cash handling policy related to customer refunds is outdated. It allows 
customer refunds from the petty cash fund, while the need no longer exists as branches have been 
issued an Imprest Fund for this purpose. Currently, customer refunds are issued manually through an 
Imprest Fund. Better cash handling could be achieved by processing these transactions through the cash 
register and reimbursing total cash receipts from the Imprest Fund at the end of the day. 
 

Internal Audit Department 
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A.3 Improve accountability for vending machine change funds and revenue  
 

Observation 
The Library maintains a dollar bill changer and two Card Meter System (CMS) print vending machines. 
Although these vending machines have count meters to facilitate accountability of change funds and 
revenue, meter readings were not utilized. Actually, meters had never been re-set nor were CMS meters 
accurate. 
 
It was observed that staff did not count the change funds when the vending machines were emptied. 
Monies were not reconciled to meters, System revenue, the number of print jobs ordered, and/or dollar 
bills exchanged. In addition, staff did not have access to the number of print jobs paid or patron refunds 
for reconciliation purposes. 
 
In addition, two Library staff, other than Fiscal Office staff, have access to the vending machine change 
fund and revenue, as the machine on the first floor continually jams if the change tubes are too full, in 
which case, coins are removed and placed in the collection box. It was noted that coins were lying on the 
bottom of the machines that could not be attributed to the change fund or vending machine revenue.  
 
Internal Controls dictate that policies and procedures should exist to ensure financial transactions are 
properly safeguarded, as well as accurately reported. 
 
A.4 Update formal policies and procedures, as well as application user manuals  
 

Observation 
The Library’s Administrative Directives (LAD) were outdated and contained no formal job specific policies 
and procedures. The last updates occurred from 1995 to 2003 and related to the old CARL circulation 
system. Current Millennium operating procedures consisted of printed emails to staff that were randomly 
placed in the Administrator’s binder. 
 
A.1 – A.4 Risk 
Without formal procedures, Management may not be providing adequate guidance for staff to perform 
their duties. As a result, the organization’s objectives and controls will not be achieved as intended. Also, 
with the lack of proper internal controls, oversight, and functioning equipment, City funds are at risk of 
errors, irregularities, and theft that will not be detected timely. Consequently, accurate reporting of 
revenue is uncertain. 
 
A.1 – A.4 Recommendation 
The Library Director should implement and/or update formal written polices and procedures, specific job 
procedures, and the Library’s Administrative Directives to ensure City funds are properly safeguarded and 
accounted for properly. Policies and procedures should specifically address the following: 
• Performing cash handling activities regarding change funds, Imprest Funds, and System revenue 
• Providing Fiscal Office oversight (i.e., close monitoring of branch cash receipting activities) and 

periodic cash counts 
• Restricting cash drawer access to the custodian and vending machine funds to Fiscal Office staff 
• Reconciling change funds and vending machine revenue against meter readings and production 

reports 
• Counting vending machine funds when servicing the machines 
• Coordinating with the vendor to reset vending machine meters when servicing the machines 
• Current Millennium operating procedures 
 
In addition, the Library Director should work with the Finance Department to reconcile the Imprest Funds 
allocated to the System. A master list, containing each fund type, amount, location and the custodian, 
should be created to ensure proper accountability. This perpetual list should be reviewed and agreed with 
the Finance Department’s records by fund type and amount. 

Internal Audit Department 
Page 6 of 16



San Antonio Public Library System         
Performance Audit   
  

 City of San Antonio 

B. Safety Concerns 
 

B.1 Monitor carbon monoxide levels in work areas and the loading dock  
 

Observation 
Staff located in the Central Library basement indicated that on several occasions strong diesel fumes 
permeated from the loading dock into the hallways and work areas. According to the Occupational Safety 
and Health Administration's (OSHA) Title 29 of the Code of Federal Regulations (CFR) 1910.146, the air 
should be tested in areas where carbon monoxide (CO) may be present. It also requires that an effective 
ventilation system be in place to keep CO at a safe level. Although the loading dock is equipped with 
forced air fans at each door leading to the basement’s work areas and a wall mounted CO detector, they 
are not operational. However, Management indicated that the CO detector will be sent for calibration once 
temporary detectors are installed. Until recently, when Management was made aware, exhaust fans in the 
loading dock were also not functional. In the mean time, to help alleviate the situation, signs were placed 
on doors to the loading dock reminding staff to keep doors closed and truck drivers to turn off their 
engines. 
 
Risk 
Unsafe working environments can result in significant health issues for employees and possible liability 
for the City, including OSHA sanctions.  
 
Recommendation 
The Library Director should implement policies and procedures to ensure that regular monitoring of 
carbon monoxide levels is performed in the basement’s hallways and work areas in accordance with 
OSHA regulations. A proper ventilation system should be in place, which includes functional exhaust and 
forced air fans to assist in preventing diesel fumes from entering the building. 

Internal Audit Department 
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C. Processing Library Materials 
 

C.1 Prepare purchase orders when ordering library materials  
 

Observation 
The Collection Development Department does not create purchase orders when placing orders for books 
and media (i.e. CDs, DVDs and audio tapes). Instead, purchase orders are created when the 
merchandise is received since they have had difficulty in determining applicable discounts and/or 
monitoring backorders. However, this is contrary to the City’s purchasing policies and procedures, which 
requires that purchase orders be created and issued to the vendors at the time that orders are placed.  
 
Risk 
Not following the City’s purchasing policies can result in unauthorized purchases and monetary losses 
that are not detected in a timely manner.  
  
Recommendation 
The Library Director should ensure that purchase orders are prepared at the time materials are ordered. 
Encourage the internal departments involved in the collection development process to meet with the 
vendors to implement an efficient process that will satisfy the operational needs of everyone involved.  
 
C.2 Establish a receiving function and improve library materials processing  
 

Observation  
When a delivery service delivers new library materials, such as books and media, a designated employee 
signs the barcode ticket accepting the shipment. A physical receipt is only provided by the US Postal 
Service. Nonetheless, items received are not immediately verified nor are invoices stamped upon receipt 
due to backlogs caused by duplication of effort, inadequate staffing levels, inefficient processes, and lack 
of space. Therefore, delivery discrepancies (i.e., the company places a wrong barcode on a box or a box 
is missing) are not identified until a later date. 
 
Policies and procedures are required to ensure objectives are effectively and efficiently carried out, 
including the proper safeguarding and reporting of assets to prevent loss through error or theft. However, 
no formal procedures are in place for the security and distribution of items to other Central Library 
Departments. Materials received without a contact name or phone number are left on the loading dock 
until they are claimed by inquiring staff. During a tour of the loading dock, it was observed that access to 
this area is not restricted. Each time the loading dock was visited, the loading dock door was noticed 
open and doors to work areas unlocked, allowing easy access to anyone. 
 
In addition, library materials pending distribution are not adequately safeguarded, as they are placed in 
various locations throughout the Distribution Processing and Bibliographical Departments. On November 
15, 2006, twenty-two boxes, received on September 15, 2006, were still sitting in the middle of the 
Bibliographical Services Department. There were also several unpacked boxes of media lined up outside 
the secured cage of the Distribution Processing Department due to lack of space. 
 
Risk 
A lack of an appropriate receiving function, which includes proper safeguarding of assets, can result in 
loss of merchandise and productivity. This is especially crucial when staff is required to continually follow 
up on incomplete orders and/or check on the arrival of ordered materials at the loading dock. It negatively 
impacts operational objectives, as well as customer service. 
 
Recommendation 
The Library Director should establish a receiving function and assign responsibility to an individual for 
receiving and verifying library materials. Specifically, the Library Director should examine the processes 
related to processing library materials to identify a more efficient and timely method of getting the items 
unpacked and on the library shelves. Shipments of library materials should be verified immediately and 
invoices stamped upon receipt to identify any discrepancies. Accordingly, the Library Director should 
implement formal policies and procedures that ensure adequate controls are in place to secure and 
distribute library materials to the appropriate staff and library branches. 

Internal Audit Department 
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C.3 Provide adequate equipment and resources for delivering library materials  
  

Observation 
The Central Library supports the delivery function of the System utilizing three truck drivers. Each driver is 
assigned two to three of the larger library branches requiring a significant volume of “crate” delivery. 
However, as new library branches opened, delivery volume increased without an increase in drivers, 
trucks and/or equipment. During a review of the delivery function, the following issues were noted:  
• The Central Library does not have the necessary drivers and trucks to meet the delivery needs of the 

System. Drivers transport crates containing books, media, supplies and custodial equipment with 
limited truck and cargo space. Generally, not all crates scheduled for delivery fit into the trucks on any 
given day, creating backlogs that impact customer service. The truck drivers must continuously 
rearrange crates, supplies and equipment in order to maximize capacity in the trucks. Also, when a 
driver is out, a custodian is used as back-up, affecting custodial services at the Central Library. 

• Loading inefficiencies exist due to the absence of a centralized location for truck drivers to pick up the 
crates, supplies and equipment. A truck driver must go to four different areas within the Central 
Library’s basement to pick up items for delivery that are inconveniently located in relation to the 
loading dock.  

• Delivery truck drivers do not have adequate equipment and resources for loading and unloading 
trucks.  

 Although, an automatic lift is available in the loading dock area, it does not work. To improvise, a 
maintenance worker created make-shift ramps that can only be utilized at the Central Library’s 
loading dock. However, outside delivery drivers also use these make-shift ramps and have 
cracked and/or broken them. Unfortunately, drivers continue to utilize the damaged ramps in an 
effort to load their trucks timely. 

 Delivery trucks do not have a lift gate attached, making loading and unloading difficulty at the 
branch locations. Truck drivers must physically carry one box at a time into and out of the truck. 
On November 9, 2006, it was noted that a truck driver was utilizing a broken two-wheel dolly. This 
was brought to Management’s attention and parts were ordered to fix it. 

• Most branch locations do not accommodate delivery parking or access. It was reported that drivers 
park in the street, “Handicapped” parking spaces, or at one location in a “No Parking Zone” where 
delivery access is not convenient.  

• Inefficient communication with truck drivers exist. Management generally contacts truck drivers via e-
mail. However, it is difficult for drivers to access their e-mail timely as they are in the truck most of the 
day.  

 
Risk 
Not maintaining adequate staffing levels and equipment creates low morale, decreases productivity, and 
exposes the employee to injuries, creating possible economic loss to the City. Parking in the street 
becomes a safety concern for the truck driver, and a security issue for library materials as the doors are 
left open while unloading and transporting items into libraries. Also, parking in a “Handicapped” parking 
space subjects the driver to fines of up to $1,000 and/or up to 50 hours of community service. 
 
Recommendation 
The Library Director should implement formal policies and procedures to establish a safe working 
environment, effective communication channels with employees, adequate staffing and workloads, and 
adequate delivery tools and resources. 
 
In addition, examine and implement more efficient loading and unloading processes by centrally locating 
materials for delivery and distribution from the Central Branch. Also, work with the library branches to 
designate a convenient parking space for deliveries. 

Internal Audit Department 
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D. Information Technology Management 
 

D.1 Improve Millennium’s access controls and reporting functionality  
 

Observation 
Currently, the System uses Millennium software for managing its circulation data. However, its access 
controls do not allow for proper segregation of duties and its functionality does not allow reporting of 
adjustments by type. Circulation staff are able to record/input, adjust, and authorize data without daily 
oversight. This access was granted based on job classification, instead of user level. Also, the 
Administrator has complete access, but data logs are not produced for independent review of these 
activities.  
 
With the exception of the historical information maintained on the patron's record, there is no audit trail of 
adjustments made by staff. Since Millennium’s functionality does not allow the reporting of adjustments by 
type, adjustments can not be isolated into waived and adjusted fees/fines. Thus, users are unable to 
generate reports to track, review, and/or reconcile adjustments to cash receipting activities. This is further 
complicated with staff entering inconsistent justifications for adjustments. 
 
Furthermore, no one reviews daily adjustments or reconciles them to cash receipts. As such, there are no 
controls in place to keep staff from making unauthorized deletions or modifications to fines, fees, or lost 
book charges for themselves or others.  
 
Risk 
Without proper access restrictions and management oversight, data integrity is in question and can result 
with errors and irregularities going undetected. 
  
Recommendation 
The Library Director should implement logical access controls so that the duties of Circulation staff are 
adequately segregated. Employees that approve adjustments should not be allowed to adjust patron 
accounts or record transactions. A log of the Administrator’s activities should also be printed and 
reviewed by the Systems Manager for appropriateness.  
 
In addition, to strengthen the Millennium, the Library Director should work with Innovative Interfaces, Inc., 
Millennium’s software vendor, to implement configuration improvements that will allow daily reporting of 
adjustments to be used for monitoring and reconciling daily cash receipts. 
 
D.2 Implement information technology improvements  
 

Observation 
The System depends on Information Technology (IT) as the primary source for successful delivery of 
library services. However, there is no formal business continuity plan in place that will enable the System 
to respond to an interruption of Millennium’s critical functions, including plans for replacing/upgrading its 
software applications and hardware. In addition, Millennium’s back-up data is taken home at night by an 
IT staff member for safe keeping, rather than securing it at an off-site storage facility. The need for 
providing continuous IT services requires the developing, maintaining and testing of IT continuity plans, 
offsite back-up storage, and periodic continuity plan training.  
 
The following conditions were noted across the System: 
• Slow and obsolete computers that cannot handle workloads or run more than two applications at a 

time without requiring continuous shut down and re-booting 
• Incompatible software between branches - several versions of Word and Excel are in use 
• Sharing computers to print out work, as not all computers are connected to the network 
• Sharing many resources that are inefficiently located in relation to workstations 
 
The Central Branch is perceived as a major Library by most State and Federal Library Systems, and as 
such, it is depended upon to fulfill their mission and goals. An effective continuous service plan will help 
minimize the impact of a major IT service interruption of key business functions and processes.  
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Risk 
In the event of an IT disaster or disruption, Library services will come to a halt or be severely limited 
without tested continuity plans and adequate back-up data. Morale and customer service will be 
negatively impacted as a result of inefficient and unproductive tools and workflows.  
 
Recommendation 
The Library Director should assess the System’s IT infrastructure vulnerabilities and threats to create and 
implement a formal business continuity plan that will enable the System to timely respond to an 
interruption of critical functions, manage continual upgrading and replacement of software and hardware, 
and ensure proper off-site storage of data back-up. Plans should include specific procedures on how to 
check-out materials, look up patron records, and provide reference information during power outages or 
downtime.  
 
Also, the Library Director should maintain back-up data at an off-site storage facility. Consideration should 
also be given to the storage facility’s security and disaster recovery policies. 
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E. Equipment and Supply Inventory Management 
 

E.1 Implement inventory controls for monitoring fixed assets and equipment  
 

Observation  
The Central Branch Facilities Department is responsible for tracking and monitoring the System’s capital 
and controlled assets, just like their IT Department is responsible for computer equipment. However, there 
is a lack of knowledge and misunderstanding among staff about the City's fixed asset policies and 
procedures, specifically, how capitalizable fixed and controlled assets are tagged and/or tracked. 
Currently, the Facilities Department does not have processes in place for annual inventory or internal 
inventory certification. Due to miscommunications with the Finance Department, controlled and 
capitalizable assets are not tracked, with the exception of fax machines.  
 
The inventory listings obtained from the Facilities Department were not current and its format made it 
difficult to identify an asset with a particular branch. In addition, none of the IT computer equipment items 
included on the requested listing could be located at any branch.  
 
According to the City's Fixed Asset Policy and Procedures Manual, Chapters 3 and 12, assets having a 
value of $1,500 to $5,000, or less than $1,500 for critical and controlled assets, should be tracked and 
included in the Department's inventory listing. Assets costing greater than $5,000, as well as critical and 
controlled assets, should be tagged. Furthermore, the fixed asset listing should be verified and certified 
annually by the Department. 
 
It was noted that the System’s receiving function is decentralized and disorganized, with no controls in 
place to ensure that all capitalizable assets are tagged and that controlled assets are added to the City's 
fixed asset/controlled listings upon receipt. Branches can order and have merchandise, other than books 
and media, delivered directly to their branch. This practice leaves room for by-passing the tagging 
process, with no formal procedures in place to tag and/or add assets to inventory listings. It was noted 
during site visits to the newer branches that "personal property" type assets were not tagged. Also, tag 
numbers were not controlled nor secured.  
 
Risk 
Not tracking and monitoring fixed assets and computer equipment can result in financial loss to the City 
that may not be detected timely and/or accurately reported. Furthermore, the loss of confidential 
information (i.e., patron’s information) stored on stolen computers may result in loss of credibility against 
the City. 
  
Recommendation 
The Library Director should implement annual inventory and certification procedures so that 
Administration can tag, track, and monitor the Library System’s fixed and controlled assets in compliance 
with the City’s fixed asset policy.  
 
E.2 Implement custodial and maintenance supply inventory procedures  
    

Observation 
Custodial and maintenance supply inventory is not tracked nor is an annual inventory performed. In 
addition, duties were not segregated, as the same individual(s) that ordered supplies, also received, 
recorded, stocked, and disbursed. Good internal controls should provide reasonable assurance of the 
effectiveness and efficiency of operations, the safeguarding and recording of assets, and the reliability of 
financial reporting.  
 
When supplies are delivered to the Central Library, the supervisor or a custodian is called to accept the 
delivery. The employee will verify the shipment against the packing slip or invoice and will stock the items 
in the supply room. However, it was observed that if the supervisor was unavailable, the pallets were left 
in the hallway outside of the supply room where they sometimes remained overnight. Although this area 
is secured from the general public, there is significant staff traffic and supplies are not always packaged 
securely. On several occasions, vacuums and buffers were also stored in hallways.  
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Library branches will request supplies once a month via a Custodial Supply List. However, this list is 
inconsistently used and several variations of the form exist. As requests are received, the custodian will 
pull supplies from the storage room and take them to an unsecured area for branch delivery the next day. 
However, generally, most orders are filled based on the Central Library’s perception, not on the branch’s 
need.  
 
During the year, the supervisor will visually inspect the supply inventory and when supplies reach about 
half of the System's monthly usage, supplies are reordered. It was noted that inventory expenditures 
increased by $26,000 from 2005 to 2006; yet, there was ample inventory on hand in relation to its usage.  
 
Risk 
Custodial and maintenance supply inventory is at risk of being lost or stolen if adequate internal controls 
are not in place to properly inventory, store, and distribute them to library branches. This risk further 
increases when inadequate segregation of duties exists. Furthermore, accumulating more supplies than 
necessary is not cost effective. 
 
Recommendation 
The Library Director should implement formal inventory procedures that will secure and track movement 
of supply inventory, and ensure that duties are separated so that one individual is not responsible for 
performing all inventory management functions. 
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Attachment A 
 

Risk Management Capability Matrix 
 

 
Strategies Capabilities 

 
 

Stage 
 

Strategies/Objectives Goals Policies 

Ad Hoc No formal strategies or objectives exist. 

 
Annual goals are either not developed, or 
are poorly communicated to employees. 
 

Policies, if any, are broad and 
general. 

Repeatable Informal strategies or objectives exist, but are 
not broadly understood. 

Annual goals are established, but are 
either not broadly understood or are 
assumed to apply only to management. 

 
Some policies exist, but they are  
not consistently applied and  
enforced throughout the company. 
 

Defined 
Some formal strategies and objectives exist, 
but they are not aligned across different 
areas of the company. 

Annual goals are well defined and 
understood, but measurement of goal 
achievement is not well understood or 
articulated. 

 
Policies are well defined and 
communicated, but many are out-
of-date or misaligned with current 
strategies and objectives. 
 

Managed 

 
Formal strategies and objectives exist and some 
measurements of success are established, but 
strategies and objectives are not consistently 
reviewed and updated based on changing 
business conditions. 
 

Annual goals are formalized and 
measurable, but the goals are not 
reviewed periodically throughout the 
year to ensure they still align with the 
broader strategies and objectives of 
the company. 

Policies are clear, generally current, 
and consistently enforced, but there is 
no articulation of management’s 
broader risk-taking philosophy. 

Optimized 

 
Strategies and objectives are consistently 
reviewed and enhanced to ensure they remain 
current, and success is consistently measured 
and evaluated. 
 

Goals are reviewed periodically 
throughout the year to ensure they 
continue to make sense and are 
consistently aligned with the company’s 
goals. 

Policies are consistently updated and 
enforced, and clearly outline 
management’s overall risk tolerance. 

 
Process Capabilities 

 

Stage Procedures 
 

Controls and Process Improvements 
 

Metrics 

Ad Hoc No formal procedures exist. 

 
Controls are either non-existent, or are 
primarily reactionary after a “surprise” 
within the company. 
 

There are no metrics or monitoring of 
performance. 

Repeatable Some standard procedures exist. Detective controls are relied upon 
throughout the company. 

 
Few performance metrics exist, thus there 
is infrequent monitoring of performance. 
 

Defined 

 
Procedures are well documented, 
but are not regularly updated to 
reflect changing business needs. 
 

Both preventive and detective controls are 
employed throughout the company. 

Some metrics are used, but monitoring 
of performance is primarily manual. 

Managed Procedures and controls are well 
documented and kept current. 

 
Best practices and benchmarking are used 
to improve process in certain areas of the 
company. 
 

Many metrics are used, with a blend of 
automated and manual monitoring of 
performance. 

Optimized Processes and controls are 
continuously reviewed and improved. 

 
Extensive use of best practices and 
benchmarking throughout the company 
helps to continuously improve processes. 
 

Comprehensive, defined performance 
metrics exist, with extensive automated 
monitoring of performance employed. 

Metrics provide a means for measuring how well a control or process is performing.  
Source: 2004 Auditor’s Risk Management Guide, CCH Incorporated, 2004. Paul J. Sobel, CPA, CIA 
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People Capabilities 

 
 

Stage 
 

Experience and Competence Direction and Development Authority and Accountability 

Ad Hoc 

 
Inexperienced personnel in most 
areas; no formal training 
programs are followed. 
 

In most areas of the company there is little job 
guidance or other formal direction. 

Vague or conflicting authority and 
accountability across business areas 
throughout the company. 

Repeatable 

 
Competent personnel in most 
areas; limited training; many 
functions tend to be under or 
over-resourced. 
 

Some understanding of the basic job 
requirements in most areas, but still not much 
formal direction from management. 

Lack of clear authority and accountability 
across business areas throughout the 
company. 

Defined Experienced personnel in most 
areas, but limited bench strength. 

Job responsibilities and skill requirements are 
defined for all areas, but career development 
focus is lacking. 

 
Authority and accountability are defined 
across the company, but not broadly or 
consistently understood by all affected areas. 
 

Managed 
Strong team in place with 
adequate bench strength in 
most areas. 

 
A formal development program exists 
company-wide, with focus on both 
enhancing existing skills and developing 
new skills. 
 

Clear articulation of authority and 
accountability, and consistent 
understanding among all affected areas. 

Optimized 

Formal succession planning and 
integrated resourcing program 
ensure multiple sourcing options 
for all key positions throughout 
the company. 

Cross-training programs provide job enrichment 
opportunities for all employees and multiple 
sourcing options for all key positions. 

A culture of empowerment engages 
employees throughout the company in 
exercising the authority and accountability 
they have been granted. 

 
 

Technology Capabilities 
 

Stage 
 

Accuracy, Completeness, and 
Availability 

 
Reporting Access Restrictions 

Ad Hoc Limited, stand-alone systems and 
technology. 

 
System and technology enhancements are 
rarely done unless they crash or are proven to 
be obsolete. 
 

Lax to nonexistent technology 
infrastructure throughout the company for 
physical and logical security. 

Repeatable Viable, but non-interfacing 
systems and technology. 

System and technology enhancements 
consistently trail business needs. 

 
Limited technology infrastructure, 
resulting in inconsistent application of 
physical and logical security across the 
company. 
 

Defined 

 
Systems and technology are 
adequate to meet most of the 
company’s current business 
needs, but most do not interface. 
 

System and technology enhancements are 
typically reactive to business changes, but are 
implemented timely. 

A formal technology infrastructure exists 
company-wide, but some physical and 
logical security exposures exist in certain 
areas. 

Managed 

Systems and technology are 
mostly integrated, effectively 
meeting most current business 
needs, and should be adequate in 
the near-term. 

System and technology enhancements are 
planned to be proactive, and are generally 
implemented effectively. 
 

 
A sound and formal technology 
infrastructure exists, and physical and 
logical security is generally effective 
throughout the company. 
 

Optimized 

Fully integrated systems and 
technology effectively enable the 
business and are generally 
considered a competitive 
advantage. 

Systems and technology are continuously 
improved to maintain the competitive 
advantage. 

 
A strong technology infrastructure exists, 
with best practice physical and logical 
security procedures operating throughout 
the company. 
 

Metrics provide a means for measuring how well a control or process is performing.  
Source: 2004 Auditor’s Risk Management Guide, CCH Incorporated, 2004. Paul J. Sobel, CPA, CIA 
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Information Capabilities 

 

Stage 
 

Accuracy, Completeness, and 
Availability 

 
Reporting Access Restrictions 

Ad Hoc 

 
Information throughout the 
company is typically inaccurate, 
incomplete, and virtually impossible 
to obtain when needed. 
 

Reports are either non-existent in most areas or 
are meaningless to users. 

Critical information is not protected from 
unauthorized access in any area of the 
company. 

Repeatable 

 
Information in most areas is not 
always accurate and complete, and 
is typically very cumbersome to 
obtain. 
 

Some, but not all, key reports are available, and 
they provide marginal value. 

Few access restrictions exist throughout 
the company, and there is limited 
enforcement of access violations. 

Defined 
Information in most areas is 
generally accurate and complete, 
but is challenging to obtain. 

Several reports exist, but some contain 
extraneous information, which makes them 
difficult and inefficient to effectively utilize. 

Access is generally restricted, but 
enforcement is inconsistent across 
different areas of the company. 

Managed 

 
Information is accurate, complete, 
and relevant throughout the 
company, and is typically available 
with a relatively short lead-time. 
 

Most key reports are relevant and generally 
timely. 

Access restrictions are typically effective 
across the company, but most are 
manually monitored and enforced. 

Optimized 

 
Accurate, complete, and relevant 
information is readily available 
throughout the company via a 
variety of on-line sources. 
 

All key reports are concise, relevant, and 
consistently timely. 

Access is effectively restricted across the 
company, with automated monitoring and 
enforcement. 

Metrics provide a means for measuring how well a control or process is performing.  
Source: 2004 Auditor’s Risk Management Guide, CCH Incorporated, 2004. Paul J. Sobel, CPA, CIA 
 
It is important to note that most entities achieve a managed stage, while only a few achieve the optimized 
stage for mature processes. 
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