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Executive Summary 
 

 
As part of our annual Audit Plan, we conducted an audit of the Vital Statistics 
Division of the San Antonio Metropolitan Health District and the Community Link 
Service Centers of the Office of Customer Service/311 System.  The audit 
objectives, conclusions, and recommendations follow:  
 
Are payments processed through the Vital Statistics Division appropriately 
calculated, collected, and reported? 
 
Yes, payments processed through the Vital Statistics Division are appropriately 
calculated, collected, and reported. 
 
Are controls in place to ensure cash is properly safeguarded at the Vital 
Statistics Division? 
 
Yes, overall, controls are in place to ensure cash is properly safeguarded; 
however, payments are accepted for more than the amount due and not all 
checks are endorsed and deposited upon receipt.  These deviations from 
Administrative Directive 8.1, Cash Handling are not approved by Finance.  
 
Are controls in place to ensure sensitive documents are properly 
safeguarded at the Vital Statistics Division and the Community Link 
Centers? 
  
No, sensitive documents are not properly safeguarded at the Vital Statistics 
Division and the Community Link Service Centers.   
 
We observed that: 
 

• The Local Registrar does not maintain accurate and complete document 
security logs1

 

, report voided certificates to the State on a monthly basis, 
require proof of identification from all applicants, or retain all applications 
for three years.   

• Physical access to the bank note paper2

 

 is not sufficiently limited.  Daily 
reconciliations, tracking procedures, and quarterly inventories are not 
being accurately performed to monitor and account for all paper.   

                                                 
1 Audit logs used to account for all issued and voided certificates. 
2 Bank note paper is used for birth and death certificates.  It has security features (e.g. sequential numbering, 
watermarks, and a raised seal) that help prevent fraud. 
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• Program managers are not limiting access to BIRX, LINK, and the State 

Remote Site System3

 
 to current COSA employees who require access. 

We recommend that the San Antonio Metropolitan Health District Director: 
 

• Ensures that the Local Registrar complies with the Local Registrar 
Handbook4

 

.  The Local Registrar should maintain accurate and complete 
document security logs, report voided certificates to the State on a 
monthly basis, require proof of identification from all applicants, and retain 
all applications for three years.  

• Ensures that the Vital Statistics Division follows Administrative Directive 
8.1, Cash Handling and best practices when handling cash.  Any 
necessary deviations should be approved by the Finance Department.   

 
We also recommend that the San Antonio Metropolitan Health District Director 
and the Office of Customer Service/311 System Director: 

 
• Ensure that physical access to the bank note paper is limited and that 

daily reconciliations, tracking procedures (i.e. checking header and trailer 
security numbers, physically verifying the document security numbers of 
the sheets, and recording document security numbers of paper placed in 
the printer), and quarterly inventories are being accurately performed to 
monitor and account for all paper. 

 
• Ensure that program managers limit access to VPOS5

 

, BIRX, LINK, and 
the State Remote Site System to current COSA employees who require 
access.  Program managers should perform quarterly reviews of user 
access. 

The San Antonio Metropolitan Health District and the Office of Customer 
Service/311 System Management’s verbatim response will be in Appendix B on 
page 8. 

                                                 
3 LINK is the Link Centers’ point-of-sale system and BIRX is the system used to maintain Bexar County 
birth and death certificate data.  The State Remote Site System is used to look up and print non-local birth 
records within the state. 
4 The Local Registrar Handbook contains instructions on collecting, recording, transcribing, compiling, and 
preserving vital statistics.  It was created by the State Registrar to serve as the authoritative guidance for the 
Local Registrars. 
5 VPOS is the Vital Statistics Division’s point-of sale system. 
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Background 
 

 
The San Antonio Metropolitan Health District (Metro Health) administers public health 
initiatives in San Antonio and surrounding Bexar County areas. One of Metro Health’s 
responsibilities is the issuing and safeguarding of birth and death certificates. These 
services are provided by the Vital Statistics Division (VSD), as well as by the City’s five 
Community Link Service Centers (Link Centers).  Gross revenue from the issuance of birth 
and death certificates totaled $1.9 million in fiscal year (FY) 2010 and $2.1 million in 
FY2009.    
 
VSD maintains records of births and deaths that occurred in San Antonio and Bexar 
County.  Metro Health contracts with the Texas Department of State Health Services to 
obtain on-line access to non-local birth records within the state via the State Remote Site 
System.   
 
By State law, birth and death certificates are confidential records with restricted access.  
Birth and death records can only be issued to qualified applicants, such as the registrant or 
an immediate family member, guardian, legal representative, etc.  Birth and death 
certificates are printed on bank note paper.  The paper contains security features, including 
sequential numbering, watermarks, and a raised seal.  

Audit Scope and Methodology 
 
The audit scope was FY2010 (October 2009 to September 2010).  Additionally, testwork 
on birth and death certificates provided free of charge was expanded to March 31, 
2011, while testwork on voided certificates printed from the State Remote Site System 
was expanded to November 2008 through June 2011.       
 
We interviewed personnel from VSD and the Link Centers.  We also observed 
processes at VSD and three of the five Link Centers.  We reviewed relevant 
documentation, including the Local Registrar Handbook (Revised December 2010), City 
Ordinances, Administrative Directive 8.1, Cash Handling, and a 2008 memorandum 
sent to VSD from the Texas Department of State Health Services.   
 
At VSD, we observed the collections, receipting, and recording processes to determine 
if they were performed in accordance with A.D. 8.1.  For all FY2010 regular (i.e. not void 
or free of charge) VPOS transactions, we identified the type of record requested, 
quantity requested, and appropriate fee and then recalculated the transaction totals to 
determine if recalculated amounts agreed to transaction amounts per VPOS.  We relied 
on computer-processed data in VPOS to validate the payments processed through 
VSD.  Our reliance was based on performing direct tests on the data and limited testing 
of the general controls, rather than evaluating all of the system’s general and application 
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controls.  We don’t believe that the absence of testing all of the general and application 
controls had an effect on the results of our audit. 
 
We selected a statistically valid sample of FY2010 voided VPOS transactions for 
testing.  We reviewed support documentation for sampled items to determine if they 
were appropriately voided by a supervisor.  We also selected a statistically valid sample 
of FY2010 free of charge transactions for testing; however, because applications based 
on subpoenas and other legal or business requests were not retained beyond the end of 
each fiscal year, testwork was expanded to March 31, 2011.  Within FY2010, we also 
expanded testwork on free of charge transactions for veterans to include all FY2010 
requests after February 16, 2010, the date that VSD stopped providing copies to funeral 
homes (that were acting on behalf of veterans) and began requiring documentation 
directly from the Texas Veterans Commission or a Veterans County Service Officer.     
 
We selected a judgmental sample of 12 daily deposits (one daily deposit per month) 
and performed testing to determine if the amounts per deposit slip agreed to amounts 
posted in SAP and to the VPOS end of day reports.  Also, testing was performed to 
determine if collections were deposited within one day. 
 
We obtained and evaluated lists of users with access to VPOS, LINK, and BIRX to 
determine if access is appropriate based on business needs.  Using the VPOS user 
access list, we evaluated user roles for conflicting duties.  We reviewed VSD 
procedures for removing VPOS users and evaluated the timeliness of access removal 
for staff who separated from VSD in FY2010.  We also evaluated City of San Antonio 
(COSA) access to the State Remote Site System to determine if it is properly controlled 
and managed.   
 
We obtained and reviewed support documentation for all bank note paper orders placed 
in FY2010 to determine if orders were properly authorized and if deliveries were 
accepted by someone independent from the ordering process to ensure appropriate 
segregation of duties.  
 
We reviewed VSD’s log of bank note paper (i.e. paper that is added/removed from the 
printer) to identify lapses in document security numbers and the FY2010 audit logs of 
issued and voided certificates (i.e. State required document security logs) provided by 
the Information Technology Services Department (ITSD) to determine if all document 
security numbers are accounted for.  We also observed and documented the disposal 
process for voided certificates.   
 
We conducted this audit from February 2011 to August 2011 in accordance with 
generally accepted government auditing standards.  Those standards require that we 
plan and perform the audit to obtain sufficient, appropriate evidence to provide a 
reasonable basis for our audit results and conclusions based on our audit objectives.  
We believe that the evidence obtained provides a reasonable basis for our audit results 
and conclusions based on our audit objectives. Our audit included tests of management 
controls that we considered necessary under the circumstances. 
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Audit Results and Recommendations 

 
 
A.  Insufficient Accountability for Printed Certificates 
 
A.1 FY2010 document security logs are inaccurate and incomplete.  The Local 
Registrar Handbook states, “Every Local Registrar must account for each certified copy 
issued from his or her office by maintaining a document security log.”  The errors in 
VSD’s document security log were not identified due to a lack of management review.  
Additionally, due to miscommunications between VSD and the Link Centers, the Link 
Centers were reviewing daily printouts of the logs, but not maintaining or correcting the 
electronic versions.  Without accurate and complete security logs, the Local Registrar is 
unable to account for all printed (i.e. sold or voided) certificates.   
 
A.2 Voided certificates were not reported to the State from November 2008 through 
June 2011; however, as a result of this audit, the division has begun reporting these 
voids.  In a November 7, 2008 memo, the State Registrar wrote, “Each city and county 
within the State of Texas is required to put together a STATE OF TEXAS VOID 
PACKET, for submittal, on a monthly routine.”  The memo continues, “Please note, 
failure to follow the void criteria, or failure to turn in a complete STATE OF TEXAS VOID 
PACKET by the monthly due date…may lead to the loss of your rights within the 
REMOTE SITE SYSTEM (RSS).”  Without these rights, VSD cannot access or print 
non-local Texas birth certificates.  Consequently, citizens would lose a valuable service 
and COSA would lose a source of revenue.  A failure to turn in voids could also result in 
records that are erroneously marked as abused6

 
. 

A.3 Identification is not requested from applicants who present Veterans Affairs forms or 
subpoenas as required by the State.  The Local Registrar Handbook states that “every 
applicant must present: (A) One piece of primary identification, or (B) Two pieces of 
secondary identification of different types, or (C) One piece of secondary identification 
plus two pieces of support identification of different types.”  Requiring proof of 
identification helps to ensure that only qualified applicants obtain vital records. 
 
A.4 Record requests made via subpoenas are not retained for three years.  The Local 
Registrar Handbook states, “The Local Registrar must retain the application including 
date issued, document security number(s), and the applicant’s name, address and form 
of identification for a minimum of three years from the date issued.”  The application is 
retained as evidence of issuance and as an audit trail for the document security 
number.   
 

                                                 
6 The Local Registrar Handbook (pg. 49) state that “any birth record that has had 10 certifications issued since the 
original date of filing shall be considered as an abused record.” 
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Recommendation 
 
A.1-4 The Metro Health Director should ensure that the Local Registrar complies with 
the Local Registrar Handbook.  The Local Registrar should maintain accurate and 
complete document security logs, report voided certificates to the State on a monthly 
basis, require proof of identification from all applicants, and retain all applications for 
three years. 
 
B.  Ineffective Controls over Bank Note Paper 
 
B.1 Daily reconciliations of the bank note paper are not performed at VSD.   
Reconciliations help management to effectively monitor the bank note paper and serve 
as a control to help deter and detect theft.  VSD cannot account for all the bank note 
paper and no assurance can be provided that all paper was properly issued or voided 
(i.e. not stolen).  Additionally, lack of daily reconciliations has resulted in ongoing 
system and user errors that are not remediated.     
   
B.2 As discussed in A.1, the Link Centers are not updating the document security logs 
when reviewing the prior day’s activity.  Consequently, the total count of certificates 
issued or voided does not always match the document security logs.  The Link Centers 
we tested are also not checking the header and trailer document security numbers on 
the daily printouts of the logs or consistently verifying that the number illustrated in the 
system (and recorded in the document security log) agreed to the actual document 
security number that was issued.  Without these controls, the Link Centers cannot 
effectively track and monitor the bank note paper.   
   
B.3 VSD’s log of bank note paper is incomplete.  When loading and unloading the 
printers with bank note paper, VSD is not always recording the document security 
number ranges.  Documentation of the starting and ending document security numbers 
would allow VSD to determine the number of sheets that were used.  It also would allow 
VSD to verify that there are no gaps between the ranges of document security numbers.  
Without documentation of all the ranges, accurate reconciliations cannot be performed 
and gaps in sequence are not identified.    
 
B.4 Physical security of the bank note paper is insufficient.  During the audit, VSD took 
steps to improve the security over the bank note paper; however, access to the safe 
room, where the bank note paper is stored, is not sufficiently restricted.  Although keys 
are limited to the program manager and two supervisors, the room is left unsupervised 
when staff uses it to create mail logs.  Auditors observed one instance in which the safe 
room was left unoccupied and unlocked after staff left the safe room without closing the 
door.  At the Link Centers, access to the safes is not restricted.  Administrative Directive 
8.1, Cash Handling, requires that “access to departmental safes…shall be restricted to 
a small number of employees.”  Insufficient safeguarding of bank note paper increases 
the risk of theft.   
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B.5 Inventory procedures are not sufficient to identify missing bank note paper.  VSD 
has been performing inventory counts since 4th quarter FY2010; however, staff does not 
include sufficient documentation regarding the count (i.e. date, time, and document 
security numbers).  Additionally, management does not verify that the physical count 
equals the book count (total of starting inventory plus orders minus processed orders 
and voids).  The quarterly inventory counts provide an opportunity to verify that the daily 
reconciliations and physical access controls are operating effectively.  Without 
management oversight, missing bank note paper is not detected, investigated, or 
reported.   
 
Recommendation 
 
B.1-5 The Metro Health Director and the Customer Service/311 Director should ensure 
that physical access to the bank note paper is limited and that daily reconciliations, 
tracking procedures (i.e. checking header and trailer security numbers, physically 
verifying the document security numbers of the sheets, and recording document 
security numbers of paper placed in the printer), and quarterly inventories are being 
accurately performed to monitor and account for all paper. 
 
C.  Inadequate Monitoring of Access to Birth and Death Certificate Data 
 
Application access to COSA’s birth and death certificate data is not sufficiently 
monitored.  To access the birth and death certificate data, users must go through the 
applications VPOS, BIRX, or LINK.  While access to VPOS was appropriately limited to 
current employees of VSD and ITSD support staff, we identified 22 of 60 LINK user IDs 
and 1 of 30 BIRX user IDs with inappropriate access.   
 
Additionally, access to the State Remote Site System is not sufficiently monitored.  We 
identified 19 of 49 active COSA user IDs in the State Remote Site System that are for 
Link Center employees who are no longer employed by COSA. 
 
Birth and death certificate data is sensitive and should be limited based on business 
needs.  Inadequate monitoring of users makes this data vulnerable to misuse.  Also, 
failure to update COSA’s State Remote Site System users could result in the loss of 
COSA’s access.  Thus, citizens would lose a valuable service and COSA would lose a 
source of revenue. 
 
Recommendation 
 
C. The Metro Health Director and the Customer Service/311 Director should ensure that 
program managers limit access to VPOS, BIRX, LINK, and the State Remote Site 
System to current COSA employees who require access.  Program managers should 
perform quarterly reviews of user access. 
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D.  Deviations in Cash Handling Practices and Policies 
 
At VSD, payments are accepted for more than the amount due and not all checks are 
endorsed and deposited upon receipt.  These deviations in cash handling practices and 
policies are not approved by Finance.      
 
Per Administrative Directive 8.1, Cash Handling, 

•  “All checks…shall be accepted only in the amount of the sale or transaction.”    
•  “Checks, traveler’s checks, money orders and other negotiable financial 

instruments shall be endorsed as they are received.” 
• “The general operating standard for deposit of negotiable instruments and cash 

with the depository bank shall be within twenty four hours of receipt.” 
• “Any deviation(s) from this Administrative Directive must be approved by the 

Finance Department...” 
 
The deviations relate to payments received through the mail.  If the check received is for 
more than the amount due, VSD will process the transaction and refund the difference.  
If the check received is for less than amount due, the check is left unendorsed and 
returned to the customer.  Additionally, when the VSD program manager opens the 
mail, a record of the checks and cash received (or a check count) is not created.  
Instead the mail is stapled and organized and then given to staff to log and endorse.  
Best practices include having two staff members open the mail together immediately 
upon receipt; one creates the mail log, while the other endorses the checks.  With the 
current controls, the risk of lost or stolen checks is increased.  
 
Recommendation 
 
D. The Metro Health Director should ensure that VSD follows the Administrative 
Directive 8.1, Cash Handling and best practices when handling cash.  Any necessary 
deviations should be approved by the Finance Department. 
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Appendix B – Management Response 
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